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Vulnerability Anaysis of Network Communication Device by
Intentional Electromagnetic Interference Radiation
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Abstract: This study analyzed the Vulnerability of Network Communication devices when IEMI is coupled with the
Network System. An Ultra Wide Band Generator (180 kV, 700 MHz) was used as the IEMI source. The EUTSs are the
Switch Hub and Workstation, which are used to configure the network system. The network system was monitored
through the LAN system configuration, to confirm a malfunction of the network device. The results of the experiment
indicate that a malfunction of the network occurs as the electric field increases. The data loss rate increases
proportionally with increasing radiating time. In the case of the Switch Hub, the threshold electric field value was 10
kV/m for al conditions used in this experiment. The threshold point causing malfunction was influenced only by the
electric field value. The correlation between the threshold point and pulse repetition rate was not found. However, in case
of the Workstation, it was found that as the pulse repetition rate increases, the equipment responds weakly and the
threshold value decreases. To verify the electrical coupling of the EUT by IEMI, current sensors were used to measure
the PCB line inside the EUT and network line coupling current. As a result of the measurement, it can be inferred that
when the coupling current due to IEMI exceeds the threshold value, it flows through the internal equipment line, causing
a malfunction and subsequent failure. The results of this study can be applied to basic data for equipment protection,
and effect analysis of intentional electromagnetic interference.

Keywords: Ultra wide band electromagnetic radiation, Vulnerability analysis, IEMI (intentional electromagnetic interference),
Network device
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Fig. 3. EUT local area network system.
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Table 1. Pulse type used in radiation experiments.

Pulse Execution Pulse Num. of

type time (s) repetition frequency (Hz) total pulse
Pulse A 20 1 20
Pulse B 10 10 100
Pulse C 5 20 100

@

This length should
be<1.5m

Ground reference plane

(b)
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Table 2. Switch hub immunity results for UWB radiation.

Power (kV/m) Pulse Network Data loss
/distance (m) type operation (%)
A 0
10/20 B Normal 0
C 0
A 53
10.3/17.5 B Malfuntion 30
C 13
A 60
12/15 B Malfuntion 40
C 23
A 53
18/10 B Malfuntion 38
C 22
A 51
38/5 B Malfuntion 38
C 28
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Fig. 5. Data loss rate according to pulse type by distance EUT
1 experiment.
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Fig. 6. EUT's coupling current waveform in case of UWB 10
kV/m exposure.

25+

= Channel 1

—8— Channel 3
—&— Channel 4

/A

15 A /

2.0

Coupling Current
(A)

g
//l./
05 ) . -
-
1
20 18 16 14 12 10 8 6 4
Distance (m)

Fig. 7. Peak value of coupling current according to distance in
pulse type B.
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Table 3. Workstation immunity results for UWB radiation.

Power (kV/m) Pulse Network Data loss
/distance (m) type operation (%)
A 0
10/20 B Normal 0
C 0
A 0
25.717 B Normal 0
C 0
A Normal 0
Temporary
27.716.5 B . 15
Malfuntion
C Malfuntion 6
A Tempor_ary 5
3006 Malfunt!on
B Malfuntion 32
C Malfuntion 12
A Malfuntion 47
45/4 B Malfuntion 34
C Malfuntion 13
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Fig. 8. Data loss rate according to pulse type by distance in
EUT 2 experiment.
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